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ABSTRACT

Awareness that smartphones can be used as tools for criminal activity is prevalent in many organizations, but the
functionally smartphone-like smartwatch’s potential as a criminal tool is being overlooked. Considering this situation, this
research verifies the possibility of information leakage through an insider’s smartwatch in a situation where smartphones are
controlled by security regulations and technologies, but smart watch are not. By analyzing information related application
usage and Wi-Fi connection generated in the smartwatch during the verification process, forensic information and limitations
are identified. Finally, this research proposes preventive methods to prepare for potential smartwatch-related crimes, and
reconsiders awareness of the possibility of using smartwatches as criminal tools.

Keywords: Inforamtion Leakage, Smartwatch Forensics, Android Forensics, Mobile Device Management, Security Policy
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C:\Users\ 7>sftp -P 2222 espionage@192.168.205.52
The authenticity of host '[192.168.205.52]:2222 ([192.168.265.52]:2222)' can't be established.
RSA key fingerprint is SHA256:3mNL574rJyHCOGm1e7Upx4UNHXMg/YnJJzq+jXhdQQxI.
This host key is known by the following other names/addresses:
C:\Users' .ssh/known_hosts:8: [192.168.6.14]:8888
C:\Users' '.ssh/known_hosts:12: [192.168.6.15]:2222
Are you sure you want to continue connecting (yes/no/[fingerprint])?
Warning: Permanently added '[192.168.205.52]:2222' (RSA) to the list of known hosts.
Password authentication
(espionage@192.168.205.52) Password:
Connected to 192.168.205.52.
sftp> put C:\Users\ \Desktop\Confidential_Docu.pdf ./Download
Uploading C:/Users/ 'Desktop/Confidential_Docu.pdf to /./Download/Confidential_Docu.pdf
C:/Users, /Desktop idential_Docu.pdf 106% 43MB 1.2MB/s 00:35
sftp>

Fig. 4. SSH connection and file transfer between smart watch and PC
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DUMP OF SERVICE usagestats:
user=0

Last 24 hour events (timeRange="10/05/2023, 9:16 pm - 11/05/2023, 9:16 pm" )
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In-memory monthly stats
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packages
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Fig. 7. dumpsys usagestats
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5.2.3 dumpsys network_stack

Fig. 9 2 Fig. 10 dumpsys network_stack

DUMP OF SERVICE netstats:

NetworkStatsHistory: bucketDuration=3600

st=1683550800 rb=2024716 rp=1986 tb=18737 tp=163 op=0

ident=[{type=WIFI, subType=0,|networkld="F818026FNMEN1, metered=false, defaultNetwork=true}] uid=-1 set=ALL tag=0x0
st=1683547200 rb=125634533 rp=126004 tb=1152814 tp=19914 op=0

st=1683604800 rb=31277097 rp=34296 tb=997766 tp=20214 op=0 Tue, 09 May 2023 13:00:00 +0900

NetworkStatsHistory: bucketDuration=3600

ident=[{type=WIFI, subType=0| networkld="KT_GiGA_5G_EFB7" |metered=false, defaultNetwork=true}] uid=-1 set=ALL tag=0x0

st=1683734400 rb=47679886 rp=39475 tb=488081 tp=8267 op=0

st=1683741600 rb=186160 rp=302 tb=60228 tp=218 op=0

NetworkStatsHistory: bucketDuration=3600
st=1683489600 rb=8728 rp=27 tb=5833 tp=33 op=0
st=1683763200 rb=70800 rp=604 tb=79203 tp=809 op=0

Thu, 11 May 2023 01:00:00 +0900

ident=[{type=WIFI, subType=0,[networkld="outgoingowl", netered=true, defaultNetwork=false}] uid=-1 set=ALL tag=0x0

st=1683806400 rb=4691168 rp=6962 tb=14057217 tp=15318 op=0 Thu, 11 May 2023 21:00:00 +0900

Fig. 8. dumpsys netstats
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DUMP OF SERVICE network_stack:

2023-05-10T23:12:09.746 - CMD_CONFIGURE_LINKADDRESS wlan0/5 0 0 172.30.1.76/24 [rcvd_in=RunningState, proc_in=RunningState]
2023-05-10T23:12:09.750 - INVOKE onProvisioningSuccess({{InterfaceName: wlan0 LinkAddresses: [ fe80::64da:dfff:fee9:bd6c/64,172.30.1.76/24 |

2023-05-11T00:12:10.027 - INVOKE onLinkPropertiesChange({{InterfaceName: wlan0 LinkAddresses: [ fe80::64da:dfff:fee9:bd6c/64,172.30.1.76/24 |

2023-05-11T00:42:10.013 - INVOKE onPreDhcpAction()

2023-05-11T00:42:10.175 - INVOKE onPostDhcpAction()

2023-05-11T00:12:10.028 - CMD_POST_DHCP_ACTION wlan0/5 1 0 android.net.networkstack.DhcpResults@5f19060 DHCP server /172.30.1.254 Ve

2023-05-11T00:42:10.016 - CMD_PRE_DHCP_ACTION wlan0/5 0 0 null [revd_in=RunningState, proc_in=RunningState]
2023-05-11T00:42:10.076 - EVENT_PRE_DHCP_ACTION_COMPLETE wlan0/5 0 O null [rcvd_in=RunningState, proc_in=RunningState]

2023-05-11T00:42:10.177 - INVOKE onNewDhcpResults({android.net.networkstack.DhcpResults@e0351bf DHCP server /172.30.1.254 Vendor info 1
2023-05-11T00:42:10.181 - INVOKE onLinkPropertiesChange({{InterfaceName: wlan0 LinkAddresses: [ fe80::64da:dfff:fee9:bd6c/64,172.30.1.76/24 |

Fig. 9. dumpsys network_stack 1

DUMP OF SERVICE network_stack:

2023-05-11T721:02:39.472 - CMD_CONFIGURE_LINKADDRESS wlan0/5 0 0 192.168.35.52/24 [rcvd_in=RunningState, proc_in=RunningState]

2023-05-11T21:02:39.474 - INVOKE onProvisioningSuccess({{InterfaceName: wlan0 LinkAddresses: [ fe80::94bb:aff:fe6b:b6b8/64,192.168.35.52/24 ]

Fig. 10. dumpsys network_stack 2
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ident=[{type=WIFI, subType=0, networkld="C3DF", metered=false, defaultNetwork=false}] uid=-1 set=ALL tag=0x0
NetworkStatsHistory: bucketDuration=3600
st=1683547200 rb=47610236 rp=37996 tb=335982 tp=7753 op=0
st=1683550800 rb=6844 rp=44 tb=8535 tp=47 op=0
st=1683590400 rb=16134 rp=59 tb=19909 tp=77 op=0

ident=[{type=WIFI, subType=0, networkld="F818026FNMEN", metered=false, defaultNetwork=false}] uid=-1 set=ALL tag=0x0
NetworkStatsHistory: bucketDuration=3600
st=1683547200 rb=80 rp=2 th=136 tp=2 op=0
st=1683604800 rb=80 rp=2 tb=120 tp=2 op=0

Fig. 11. Two networkld with the same st value
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